Installation d’un routeur avec pfSense

PfSense est un routeur/pare-feu open source basé sur le systéme d’exploitation FreeBSD. Il utilise un pare-
feu, des fonctions de routage et de NAT lui permettant de connecter plusieurs réseaux informatiques. Il
s’administre a distance depuis une interface web ce qui rend la prise en main plus agréable.

Dans ce tutoriel, nous allons voir comment installer le routeur et le configurer (NAT, relais DHCP,
redirection de port). Le routeur ainsi que les sous-réseaux sont virtuels et il y a 5 interfaces dont I'interface
« Pédagogique » qui sert d’interface WAN.

Minimale Recommandée
Processeur 500 MHz 1GHz
Mémoire vive 256 Mo 1Go
Stockage > 1 Go

Tout d’abord, il faut crée une nouvelle machine virtuel avec :
- l'image ISO de pfSense téléchargeable depuis le site officiel
- au moins 2 cartes réseau
- 1Gode RAM
- 8 Go d’espace de stockage

Démarrer la machine et l'installation va commencer :

pfSense Installer

lelcome

Helcome to pf3ense!?

Install Install pf3ensze

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel >




Choisir le partitionnement du disque automatique :

pfSenze Installer

Partitioning
How would ypou like to partition your disk?

Auto (UFS) nwided Disk Setup

Manual Manual Disk Setup (experts)
Shell Open a =hell and partition by hand
Auto (Z2F5) Guided Root-on-ZFS5

<Cancel >

On peut maintenant redémarrer le systeme :

pfSense Installer

Complete
Installation of pfSense
complete! Hould you like
to reboot into the

installed system now?

GRATIIE <shell >




On peut maintenant assigner les interfaces de notre machine virtuelle aux interfaces du routeur en tapant

ulu .

Starting sy=slog...done.

Starting CRON. ..

done.

pfSense 2.4.4-RELEASE amdb64 Thu Sep 28 B9:83:12 EDT 2818
Bootup complete

FreeB5D-amdbd (pfSense.localdomain) (ttywB)

UMware Virtwal Machine - Hetgate Device ID: Zcdc19884432248deef?

#xx lelcome to pf3ensze 2.4.4-RELEASE (amd64) on pfSense ===

HAN (wan)
LAN (lan)

-» eMA -
-» eMl -

A) Logout (33H only) pfTop
1) As=zign Interfaces Filter Logs

2) Set interface(s) IP address
3) Reset webConfigurator password
4) Reset to factory defaults

5) Reboot sy=stem

6) Halt system

73 Ping host

8) Shell

Restart webConfigurator
PHP =hell + pfSenze tools
Update from console

Enable Secure Shell (=shd)
Restore recent configuration

Restart PHP-FPM

Enter an option: [

Voulez vous configurer des interfaces VLAN ? Non, nous n’avons pas besoin de VLAN :

Assign Interfaces Filter Logs

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt systemn

Ping host
3hell

Enter an option:

Ualid interfaces

emHd 'Be:
eMl ‘Bec:

eM2 ‘Bc

emM3 ‘Be:
eHd ‘Be:

Do ULAN= need
If ULANs wWwill

29:
29:
29
29:
29:

to

1

Restart webConfigurator

Update from console

PHP shell + pfSense tools

Enable Secure Shell (sshd)
Restore recent configuration

Restart PHP-FPH

are:

a2:
a2:
az:
az:
az:

be

Da:bil (up) Intel(R) PRO-18B8B Legacy Hetwork
Da:dg (up) Intel(R) PRO-18B8B Legacy Hetwork
S5a:cH (down) Intel(R) PRO-188B8 Legacy Hetwork
Sa:cf (down) Intel(R) PRO-188B8 Legacy Hetwork
Sa:bb (down) Intel(R) PRO-188BB Legacy Metwork

zet up first?

not be used, or only for optional interfaces, it is
zay no here and use the webConfigurator to configure ULANs later,

Should VLANs be set up now [yinl? n]j

Conmection
Conmection
Conmection
Conmection
Conmection

typical to
if required.



Entrer le nom des interfaces correspondant au WAN, au LAN et les interfaces restantes aux options en
fonction des réseaux attribués dans les parametres de la machine virtuelle, puis valider :

(% Routeur pfsense - Propriétés de machine virtuelle - O X

| | Options | Ressources | Profis | vservices | Version de machine virtuelle : 8 |

I Am.Cth,r .tOUS les Ajouter... - : g

périphérigues [ o= —_|
Matériel REsumé | |
W Mémaire 512 Mo
W cru 1
Q Cartevidéo Cartevidéo “
& Périphérique YMCI Restreint
o Contréleur SCSI0 Paralléle logique de LSI
& Disquedurl Disquevirtuel -
% Lecteur CD/DVD 1 [Datastore_WNX_12] L.,
BB Adaptateurréseau 1 Pédagogique
BB Adaptateur réseau 2 PPEZ-Admin-Florent
B Adaptateurréseau3 PPE2-DMZ-Florent
Ef Adaptateur réseau 4 PPE2-Serveurs-Florent
é Lecteur de disquettes 1 Périphérigue client
BB} Adaptateur réseau PPE2-Prod-Florent

Aide O Annuler

Enter the WAN interface name or 'a’ for auto-detection
(eMB eMl eMZ2 eH3 emd or al: end

Enter the LAN interface name or 'a’ for auto-detection
NHOTE: this enables full FirewallingsHAT mode.
(eml em2 em3d emd a or nothing if finished): eml

Enter the DOptional 1 interface name or "a’ for auto-detection
(em?2 em3d emd a or nothing if finished): emZ

Enter the Optional 2 interface name or 'a’ for awto-detection
(eM3 erd a or nothing if finished): em3

Enter the Optional 3 interface name or 'a’ for auto-detection
(emd a or nothing if finished): end

The interfaces wWill be asszigned as follows:

HAH -»> enBd
LAN -» emMml
O0PT1 -»> emn?
0PTZ2 -> em3
0PT3 -> emd

Do you want to proceed [yinl? ylj




Appuyer ensuite sur “2”” pour configurer les adresses IP sur chaque interfaces, puis sur “1” pour choisir
I'interface WAN :

Enter an option: 2
Available interfaces:

HAN (ermBd - dhcp, dhcpb)
LAN (eml - =tatic)

OPT1 C(en2)

OPTZ2 (en3d)

OPT3 (end)

Enter the number of the interface vou wWwish to configure: 1
Configure IPvd4 address HWAM interface wia DHCP? (psnl) n

Enter the wnew HAN [Pwvd address. Press <ENTER> for none:
> 172.16.28.188

Subnet mMasks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24
255.255.8.8 = 16

255.8.8.8 =8

Enter the new HAN IPvd4 =subnet bit count (1 to 3F13:
> 17

For a UAN, enter the new WAN IPvd upstream gateway address.
For a LAMN, press <ENTER> for none:
> 172.16. 127254

Configure IPv6 address WAN interface wia DHCPB? (usmn) n

Enter the new HAN IPuv6 address. Press <{EMTER> for none:
>

Do you want to revert to HTTP a= the webConfigqurator protocol? (ysnl) y

Please wait while the changes are saved to HAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

Restarting webConfigurator...

The IPv4 HAN addres=s has been set to 172.16.28.1838~-17

Press <ENTER> to continue. [




Recommencer ensuite pour chaque interfaces pour obtenir ceci :

The IPv4 OPT3 address has been set to 18.A.0.38-27

Press <{ENTER> to continue.
UMnware Uirtual Machine - Hetgate Device ID: 49b344918cd989f2f6hA

=% Llelcome to pfSense 2.4.4-RELEASE (amdG4) on pfSenze ===

HAN (wan) emd
LAN (lan) eml
OPT1 (optl) em2
OPT2 (opt2) em3
OPT3 (opt3) -» emnd

Logout (SS5H only)
Assign Interfaces

4
g
4
4
4

Set interfacei(s) IP address

Reset webConfigurator password

Reset to factory defaults

Reboot system
Halt system
Ping host
shell

Enter an option: [Jj

[ B
v
[ B
v
g

172.16.28.188~17
18.8.8.62-27
18.8.8.94-28
18.8.8,78-28
18.8.8.38-27

9) pfTop

18) Filter Logs

11) Restart webConfigurator

12) PHP shell + pfSense tools
13) Update from console

14) Enable Secure Shell (sshd)
15) Restore recent configuration
16) Restart PHP-FPH

Vous pouvez ensuite redémarrer le routeur (“5”), pour étre sur que tout les parametres indiqués soient

bien pris en compte.

Il faut maintenant a partir d’un sous réseau crée précédemment (Admin, DMZ, Serveur, Prod) créer une
nouvelle machine virtuelle possédant une interface graphique. Dans votre navigateur web préféré, entrer
I’adresse ip correspondant a I'interface WAN pour arriver sur la page de configuration.

Par défaut : login — admin mot de passe — pfsense

i Login % |
L

€ ¢ @ @ £ 1721620108

fPisense

(ESH R E ]
- @ ¥ In @ =

Login to pfSense

SIGN IN

admin




Entrer le nom du routeur ainsi que le nom de domaine. On peut aussi renseigner les adresses des serveurs
DNS si vous en avez. (Possible de le faire plus tard)

1 pfSenselocaldomain - Wizard: X ‘

< c o @ 172.16.20.108
Flisense

B -9 N @ =

coN ITY EDITION

WARNING: The 'admin account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ General Information @
e
On this screen the general pfSense parameters will be set.

Hostname routeur-pfSense

EXAMPLE: myserver

Domain local.scopti.fr

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server
Secondary DNS Server |

Override DNS  [7]

Allow DNS servers to be overridden by DHCP/PPP on WAN

On peut ensuite configurer I'interface WAN. (qui est déja fait normalement)

Tout en bas, il faut décocher les 2 cases si vous voulez que les adresses IP privée puissent se connecter par
I'interface WAN :

T pfSenselocaldomain - Wizard: X ‘ [E=E =
Cn ¢ o © & 1721620108 B 9% o =
PPTP configuration i
PPTP Usemame
PPTP Password
Show PPTP password Reveal password characters

PPTP Local IP Address

pptplocalsubnet 32

PPTP Remote IP Address

PPTP Dial on demand Enable Dial-On-Demand mode

This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is conf
connection of the link is delayed until qualifying outgoing traffic is detected

ured, but the actual

PPTP Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature.

RFC1918 Networks

Block RFC1918 Private [ Block private networks from entering via WAN

Netwarks  hen set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8, 172.16/12, 192.168/16) as well as

loopback addresses (127/8). This option should generally be left turmed on, unless the WAN network lies in such a private address space, too.

Block bogon networks

Block bogon networks [ Block non-Internet routed networks from entering via WAN

i

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or net yet assigned by IANA. Bogons are prefixes that

should never appear in the Internet routing table, and obviously should not appear as the source address in any packets received

-

ol e]

Continuer ensuite I'installation jusqu’au redémarrage.



On peut ensuite renommer les interfaces pour plus de facilité dans le menu « Interfaces »:

I routeur-pfSenselocalscoptifi X |

B =

&« ¢ @ @ #& 172.16.20.108/inter P

Rlisense

COMMUNITY EDITION

al Configuration

Enable [¥] Enable interface

Description Admin

Enter a description (name) for the interface here.

IPv4 Configuration Type Static [Pvd El
IPv6 Configuration Type None El
MAC Address

This field can be used to modify ("spoof’) the MAC address of this interface.
Enter a MAC address in the following format: scxsxexxoxocxx or leave blank.

MTU H

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

MsS 2

If a value is entered in this field, then MSS clamping for TCP connectiens to the value entered above minus 40 (TCP/IP header size) will be in effect

Speed and Duplex Default (no preference, typically autoselect) El

clle]|

Explicitly set speed and duplex mode for this interface.

Dans le menu « Firewall » -> « Rules, créer une nouvelle régle qui autorise tout et supprimer les regles

existantes pour plus de facilité au début :

=l @

i @

1 routeur-pfSenselocalscaptifi X ‘ =N
<« C @ @ 17216201087 1 - O N @ =
Edit Firewall Rule &

Action Pass [z

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [7] Disable this rule

Set this optien to disable this rule without removing it from the list.

Interface WAN E‘

Choose the interface from which packets must come to match this rule

Address Family 1Pva E‘

Select the Internet Protocol version this rule applies to

E

Source [F] Invert match. any E\ Source Addres ¥

Destination

Destination [ Invert match. any =l D tion Address /

Log [7] Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, censider using a remote syslog server (see
the Status: System Logs: Settings page).

Description

ol e]

Recommencer pour toutes les interfaces.

A description may be entered here for administrative reference. A maximum of 52 characters will be used in uleset and displayed in the firewall

log

I

m




Aller maintenant dans « Firewall » -> « NAT »-> « Outbound » puis sélectionner « Manuel » et supprimer
toutes les régles existantes :

Firewall / NAT / Outbound (2]
Port Forward 1 Outbound NPt
—
Outbound NAT Mode
Mode 5 @ 5]

Automatic outbound NAT Hybrid Outbound NAT Manual Outbound NAT Disable Outbound NAT

rule generation. rule generation. rule generation. rule generation.

(IPsec passthrough (Automatic Outhound (AON - Advanced (No Outbound NAT rules)

included) NAT + rules below) Outbound NAT)

Mappings

i) Interface Source Source Port Destination Destination Port NAT Address NAT Port Static Port Description Actions A
@ « WAN 127.000/8 * * 500 WAN address  * ~ Auto created rule for ISAKMP - localhost to WAN & (D)1 [
@ v WAN 127.00.0/8 * o % WAN address * b o4 Auto created rule - localhost to WAN f{am
[ « WAN =1/128 * ® 500 WAN address * v Auto created rule for ISAKMP - localhost to WAN ~ &* (D) Y
@ v WAN +1/128 * * * WAN address  * o4 Auto created rule - localhost to WAN P dm) ]

@ « WAN 10.0.032/27 * * 500 WAN address  * v Auto created rule for ISAKMP - ADMINto WAN & [C)

E v WAN 10.0.0.32/27 * * * WAN address  * e Auto created rule - ADMIN to WAN SO
@ ¥ WAN 10.0.0.80/28 * * 500 WAN address  * v Auto created rule for ISAKMP - DMZ to WAN Fim)f
¥ ¥ WAN 10.0.0.80/28 * * * WAN address  * e Auto created rule - DMZ to WAN SO
@ « WAN 10.0.0.64/28 * * 500 WAN address * v Auto created rule for ISAKMP - SERVEUR to WAN & [T i
E ¥ WAN 10.0.0.64/28 * * * WAN address  * % Auto created rule - SERVEUR to WAN Pd(m)if
@ ¥ WAN 10000727 * * 500 WAN address  * v Auto created rule for ISAKMP - PROD to WAN LD
E ¥ WAN 10.0.0.0/27 * * * WAN address  * x Auto created rule - PROD to WAN

] | A
Delete selected maps |

Créer une nouvelle régle en autorisant tout les protocoles et tout les sous réseaux :

i routeur-pfSense.local.scoptifi X |

£ c o

- @ N o =
Flisense

COMMUNITY EDITION

Firewall / NAT / Outbound/ Edit @

Edit Advanced Outbound NAT Entry

Disabled [C] Disable this rule

ml

Do not NAT [C] Enabling this option will disable NAT for traffic matching this rule and stop processing Outbound NAT rules

In most cases this option is not required

Interface WAN B

The interface on which traffic is matched as it exits the firewall. In most cases this is "WAN" or another externally-connected interface.

Address Family IPv4+IPv6 B

Select the Internet Protocol version this rule applies to.

Protocol any B
Choose which protocol this rule should match. In most cases "any” is specified
—— ] = /| 2a
Type Source network for the outbound NAT mapping. Port or Range
Destination Ay [] /24
Type Destination network for the outbound NAT mapping Port or Range
[ Not

Invert the sense of the destination match

Address | Interface Address =

- o @]

Connections matching this rule will be mapped to the specified Address




Configurer maintenant le relais DHCP dans le menu « Services »-> « DHCP Relay » en sélectionnant les
sous réseaux voulu et I'adresse IP du serveur DHCP :

i routeur-pfSense local.scoptifi X |

&« ¢ @

Flisense

COMMUNITY EDITION

Services / DHCP Relay e =]

DHCP Relay Configuration

Enable [¥] Enable DHCP relay on interface

interface(s)  [EE I -

DMZ
SERVEUR
PROD

Interfaces without an IP address will not be shown

¢«

[] Append circuit ID and agent ID to requests
If this is checked, the DHCP relay will append the circuit ID (pfSense interface number) and the agent ID to the DHCP request.

10.0.0.65

Destination server
This is the IPv4 address of the server to which DHCP

requests are relayed

pfSense Netgate. View license

8 .

On va ensuite faire une redirection de port car il y a un site Web dans le sous-réseaux DMZ en
commencant par changer le port d’acces a I'interface web qui est 80 par défaut :

COMMUNITY EDITION

System / Advanced/ Admin Access (2]
Admin Access Firewall & NAT Networking Miscellaneous System Tunables Notifications
—
webConfigurator
Protocol @ HTTP OHTTPS
TCPport | 3080 s
Enter a custom port number for the webConfigurater above to override the default (80 for HTTR 443 for HTTPS). Changes will take effect immediately
after save.
Max Processes 2 £
Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI

concurrently.



On va maintenant faire en sorte que tout ce qui vient par I'interface WAN sur le port 80 soit rediriger vers
le site web dans la DMZ :

Firewall / NAT / Port Forward / Edit (2]

Edit Redirect Entry

Disabled [ Disable this rule

NoRDR (NOT) [ Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this wit ough knowledge of the implications

Interface WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified

Protocol TCP w

Choose which protocol this rule should match. In mest cases "TCP" is specified

Source T o Advan
Destination [ Invert match WAN address i /
Type Address/mask
Destination port range HTTP ~ HTTP =
From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left empty if only mapping a single port.

Redirect target IP 10.0.0.81
Enter the internal IP address of the server on which to map the ports.

e.g.:192.168.1.12

Redirect target port HTTP ™

Port Custom

fy the beginning port of the range (the end port will be

automatically)
This is usually identical t

the "From port" above.

Description

A description may be entered here for administrative reference (not parsed)



